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EXPLANATORYMEMORANDUM
1.

CONTEXTOF THE PROPOSAL

1.1.

Reasons for and objectives of the proposal

The ePrivacy Directive ("ePD")1 aims at ensming an equivalent level of protection of
fundamentalrights and freedoms, and in particular the right to privacy and confidentiality,
with respect to the processing of personal data in the electroniccommunicationssector and to
ensure the free flow of movement of such data and of electronic communicationsequipment
and services in the EU. Its main objective is to implement in EU secondary law the
fundamental right to the respect of private and family life including with regard to
communications, as enshrined in Article 7 of the Charter of Fundamental Rights of the
EuropeanUnion (11Charte1•").
Since the last revision of the ePD in 2009, the electronic communications sector has
significantly evolved ftom a teclmological and economical point of view, Consumers and
businesses are increasingly relying on new Intemet based services enabling inter-personal
communicationsinstead of telephony and other traditional communic&:tion
services. A new
typology of players has emerged offering communications services that many end-users
perceive as comparable to traditional electronic communications services such as voice
telephony and SMS. These so-called Over-the-Top communications services ("OTTs")
provide their services in the form of applications running over the internet access service
(hence "Over-the-Top11) and are in general not subject to the current EU electronic
communicationsrules~includingthe ePD rules2•
Jn the Digital Single Market Strategy3 (hereinafter the "DSM Communication 11), the
Commissionset as an objective increasin trust and security in digital services. The reform of
the data protection legal framework, initiated in 2012, was key action of the digital single
market. In April 2016, the European Parliament and the Council adopted the Gene1·alData
Protection Regulation (11GDPR11)4.The Commissioncommitted to review, once the new EU
rules on data protectionwere adopted,the ePrivacyDirective with a focus on ensuring a high
level of protectionfor data subjects and a level playing field for all market players. The review
must ensure consistencywith the GDPR.

Pursuant to this commitment and in line with the 'Better Regulation' requiremen~, the
Commisruon carried out an ex post evaluation. It assessed the effectiveness, efficiency,
relevance, coherence and EU added-value of the ePD, and pinpointed areas where there is
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Directive2002/58/ECof the European Parliamentand of the Council of 12 July 2.002conceroiogthe
processing of personal data and the protection of privacy in the electronic conununications sectoi·
(Directive on privacy and electronic communications)(OJ L 201, 31.7.2002, p.37), amended by
Directive 2009/136/ECof the European Parliamentand of the Council of 25 November 2009 (OJ L
337, 18.12.2009,p. 1I).
Popular OTI communicationservices includeSkype, Gmail, VvhatsApp,FacebookMessenger,Viber,
Telegram,iMessage,Facetime.
Communication from the Commission to the European Parliament,the Council, the Eruopean
Economic and Social Committee and the Committeeof the Regions, A Digital Single Market Strategy
for Europe,COM(2015) 192 final.
Regulation(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protectionof naturalpersons with regard to the processingofpersonal data and on the free movementof
such data, and repealingDirective 95/46/EC(General Data ProtectionRegulation)(OJ L I 19, 4.5.2016,
p. l-88).
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potential for improvement, adaptation to the evolved technological reality or simplification,
without undermining the objectives of the legal framework. It follows from the Better
Regulation ex post evaluation that the current framework remains sound as far as its
objectives and principles. However, it has not prevented fragmentation in the way the
ePrivacyDirective is implementedacross the Union. Furthermore,while the public in general
considers the protection of the confidentiality of communicationsand information stored in
their devices as very important, the current framework has not kept pace with technological
developments.The proposal addressesthese problems.
1.2.

Consistencywith existingpolicy provisionsin the policy area

The Data ProtectionDirective 95/46/EC5 is the central legislative instrument in the protection
of personal data in Europe. The GDPR will repeal and replace Directive 95/46/EC in May
2018 with new modernisedrules fit for the digital age.
Th~ proposal~ as the cup:ent ePD with Directive 95/46/EC, seeks to paiticularise and
complementthe newly adopted GDPR by, among others, setting up specific rules concerning
the processing of personal data in the electronic communication sector. All matters
concerningthe processingof personal data in th~ electl'oniccommunicl:ltionssectorwhich are
not specifically addressed by the Proposal will be covered by the GDPR (as of 25 May 2018).
For example, this covers the rights of individuals such as the right to obtain access to their
personal data.

1,3.
Consistencywith other Union policies
While this proposal addresses specifically the protection of the fundamental rights to the
protection of privacy and confidentiality and the protection of personal data in relation to
electronic communications,it builds on and complements existing EU law in severalareas.
The proposal maintains the current relationship between the ePD and the regulatory
framework of electronic communications6.The regulatory fhunework comprises Framework
Directive 2002/21/EC and, on top of the ePD, three specific directives, which are under
review and should be rc,placed by the European Electronic Communications Code
("EECC")7.Even though not part of the EECC, the proposal relies on the defmitionsprovided
by the EECC.
Th.ere are also strong synergies between the Radio Equipment Directive 20l 4/53/EU8
eRED") and the current ePD. The RED ensures a single market for radio equipment by
setting out essential requirementsfor safety and healtl4 electromagneticcompatibilityand the
efficient use of the radio spectrum. In particular, it requires that, before being put into the
5
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Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individualswith regard to the processingof personal data imd on the free movementof
such data {OJ,L 281, 23.l 1.1995).
The framework is made of a package of S Directives and 2 Regulations: Framework Directive
2002/21/EC; Access Directive 2002/19/EC; Authorisation Directive 2002/20/EC; Universal Service
Directive 2002/22/EC;Directive on Privacy and ElectronicCommunications2002/58/EC;Regulation
(EC) No 121lt2009 on Body of European Regulators for Electronic Communications(BEREC);
Regu1ation(EU) No 531/2012 on roaming on public mobilecommunicationsnetworks.
On 14 September2016, the European Commissionpublished a proposal for a new EuropeanElectronic
Communications Code, which consists of a horizontal recasting of the four existing Directives
(Framework.Authorisation,Acr.essand UniversalService).
Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the
harmonisationof the laws oftbe Member States relating to the making available on the marketof radio
equipmentand repealingDirective 1999/5/EC(OJ L 153,225.2014, p. 62-106).
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market, radio equipment must incorporate safeguards to ensure that the personal data and
privacy of the user are Qrotected. Under the RED, and the European Standardisation
Regulation(EU) 1025/20129, the Commissionis empowered to adopt measuresThe proposed
regulationwill not change the relationshipwith the RED.
Finally, in line with the European Agenda on Security10, the proposal does not include any
specificprovisions in the field of data retention. Therefore, Member States will remain able to
establish or maintain national data retention legislation,so far as they comply with the general
principles of the Union law, including the respect of fundamental rights under the Charter.
The proposal, however, reviews the formulation of Article 15 of the ePD, which provides
grounds for limitationsto ePrjvacyrules.
2.

LEGAL BASIS, SUBSIDIARITYAND PROPORTIONALITY

2.1.

Legal basis

Article16 and Article 114 of the Treaty on the Functioningof the European Union (''TFEU
are the relevant legal bases for the review of the ePD

11
)

Article 16 TFEU reaffirms the right to the protection of personal data, already enshrined in
the Charter, and introduces a specific legal basis for the adoption of rules relating to the
protection of individuals with regard to the process:ingof personal data by Union institutions,
bodies, offices and agencies, and by the Member State when carrying out activities which fall
within the scope of Union law, and the rules relating to the free movement of such data. It
also provides that compliance with these rules shall be subject to the control of independent
authorities. Since in most of the cases both components of an electronic communication
involving a natural person, i.e. 'metadata'and content, will nonnally qualify as personal data,
the protection of natural persons with regard to the confidentiality of communicationsand
processingof such data, also in view of ensuring the protection of privacy, should be based on
Article 16, Even if certain communicationsdata would not qualify as personal data as such or
if some provisions of the ePrivacy rules go beyond the protection of natural persons with
regard to the processing of personal data, such as those aiming nt prohibiting the storing of
information or accessing of information already stored into users' tenninal equipment, or
otherwise emitted by such terminal equipment, without users' informed consent, these are

merely incidentalto the main purpose.
In line with settled case-law of the Court of Justice of the European Union, other components
of the act concerning natural persons that are merely incidental to the main purpose have the
effect that the act must be based on a single legal basis, namely that requiredby the main or
predominantpurpose, in this case Article 16 TFEU.
In addition,the proposal aims at protecting communicationsand related legitimateinterests of
legal persons. Article 7 of the Charter contains rights which correspond to those guaranteed
by Article 8(1) of the Ew-opean Convention for the Protection of Human Rights and
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Regulation(EU)No 1025/2012of the EuropeanParliamentand of the Councilof25 Ocrober2012 on
Buropean standardisation,amending Council Directives 89/686/EECand 93/15/EECand Directives
94/9/EC, 94/25/EC, 95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and
2009/105/EC of the European Parliament and of the Council and repealing Council Decision
87/95/EECand DecisionNo 1673/2006/ECof the EuropeanParliamentand of the Council(OJ L 316,
14.11.2012,p. 12-33).
Communicationfrom the Commission to the European Parliament, the Council, the Eruopean
Economicand SocialCommitteeand the Commilteeof the Regions,The EuropeanAgendaon Security,
COM(2015) 185 final.
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FundamentalFreedoms (11ECHR"). In accordance with Article 52(3) of the Charter, Article 7
thereof is this to be given the same meaning and the same scope of Article 8(1) of the ECHR,
as interpreted by the case-law of the European Court of Human Rights. Concerningthe scope
of Article 7 of the Charter as concems legal persons~case-law of the Court of Justice of the
European Union and of the European Court of Human Rights confirm that professional
activities of legal persons may not be excluded from the protectionof the right guaranteedby
b~ Article 7 of the Charter and Article 8 of the ECHR.
Since the initiative pursues a twofold pul.'pose and that the component concerning the
protect.ionof communicationsof legal persons and the aim of achieving the intemal market
for those electronic communications and ensure its functioning in this regard cannot be
consideredmerely incidental. the initiative should. therefore,also be based on Article 114 of
theTFEU.
2.2.

Subsidiarity(for non-exclusivecompetence)

Subsidiarity
The subsidiarity principle requires the assessment of the necessity and the added value of the
EU action. The need for EU level legislation on the protection of the tights to privacy and
confidentialityand the protection of personal data in the electronic communicationsand the
free movement of such data and of electronic communicationsequipment and services was
already recognizedby the European legislator with the adoptionof the ePD.

As electronic communications,especially those based on Internet protocols>have a global
reach, the dimension of the problem goes well beyond the territory of a single Member State.
Member States cannot effectively solve the problems in the current situation. In order to
achieve the internal market in electronic communications>it is necessary to reduce the current
fragmentation of national rules and ensure an equivalent level of protection of cnd~users
acl'ossthe whole EU. Moreover,the proper :functioningof the internalmarket requires that the
rules ensure a level playing field for all economic operators in the electronic communications
sector.
The technologicaldevelopmentsand the ambitions of the DSM strategy have strengthenedthe
case for action at EU level. The success of the EU DSM depends on how effectivelythe EU
will be on bringing down national silos and barriers and seize the advantages and economies
of a truly Europeandigital single market. Moreover, as Internet and digital technologiesknow
no borders, a level playing field for economic operators and equal protection of users at EU
level are requirementsfor the DSM to work properly.
Respect for communications is a fundamentalright recognisedin the Charter. It is also in line
with constitutional traditions common to the Member States: the majority of Member States
also recognise the need to protect communications as a distinct constitutional right and
usually have a distinct body of national law regulating this area. However~national rules on
the protection of communicationsdiffer widely on scope and content. Whilst it is possible for
Member States to enact policies which ensure that this right is not breached. this would not be
achieved in a uniform way in the absence of EU rules and would create restrictions on <.'Tossborder flows of personal and non-personal data related t.o the use of electronic
communications services to other Member States that do not meet the same protection
standards.
Finally, in order to maintain consistency with the general data protection rules (GDPR). it is
necessary to review the cwrent sector-specificrules on ePrivacy and adopt measures required
to bring the two instrumentsin line.
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3.

RESULTS
OF
EX-POST
EVALUATIONS,
CONSULTATIONSAND JMPACTASSESSMENTS

3.1.

Ex-post evaluations/fitnesschecks of existing legislation

STAKEHOLDER

The Commission has carriedout an assessment under the RegulatoryFitness and Performance
Programme to examine whether these rules have contributed to ensuring an adequate
protection of privacy and confidentiality of communicationsin the EU and also thought to
identifypossible redundancies.
The Directive is still relevant to meet its objectives but some of its rules al'e no longer fit for
purpose in light of technological and market developments and changes in the legal
:framework.This is the case for the security provision as the new GDPR includessimilar rules
applicable broadly to data controllers.

The REFIT evaluationhas emph~sisedthat some of the rules have not been fully effective in
reaching their intended objectives. Unclear drafting and ambiguity in legal concepts is a
common issue but some specific flaws were also put in evidence. Critics were also made on
the ineffectiveness of the consent imposed upon information society services engaged in online tracking by storing cookies in and/or accessing, terminal equipment (Article 5.3). The
banners used to obtain consent impair the user's browsing experience and often not provide
sufficient and clear information about purpose pursued by cookies. Also, the way consent is
obtained was considered not to be freely given. As for the rules on unsolicited
communications, difficulties arose firstly to the discretion left to Member States to choose
whether end-users are protected by an opt-out or an opt-in regime. Moreover,the rules differ
widely according to the technology used, which adds a layer of complexity and undermine
legal certainty.
While it is necessary to acknowled ge the difficulty to obtain reliable and represen1ative
quantitative data, most of the compliance costs experienced today seem to be associated to the
"cookie" oonsent provision (Article 5.3), which due to its extensive coverage (i.e. all
businesses running a website with tracking cookies), amounts to approximately EUR 1.8
billion. The evaluationidentifiedscope for simplificationof this provision.
The evaluation concluded that the ePrivacy rules still have substantial EU added-value to
better achieve the objective of ensuring online privacy in the light of an increasingly
transnational electronic communications market. It also demonstrated that overall the rules are
coherent with other relevant legislations, although certain redundancies have been identified
vis-a-vis the new General Data Protection Regulation (e.g. the rules on notificatio n of
personal data breach mentioned above).

3.2.

Stakeholder consultations

The stakeholder consultation aimed to deliver e.high quality and credible evaluationof current
rules while allowing interested parties to contribute with suggestions for possible policy
options to revise the directive. It also aimed to ensure transparency and accoun1ability in the

Commission'swork.
Results of the public consultation
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A dedicated 12-week open public consultation was conducted and gathered a total of 421
replies, almost half of which were from citizens11• The key findings of the publicconsultation
as to the way forward are the following:
•

Need for special privacy rules: 83.4% of the respondingcitizens and civil society

believe that there is an added value in having special rules for the electronic
communicationssector to ensurethe confidentialityof electroniccommunications.
•

Extension of scope to new communication services:76% of citizens and civil
society and 93.1% of public authorities believe the scope should be broadened to·
coversowcalledover-the-topservice providers while only 36.2%of respondentsfrom
industry favour such an extension

•

Preferred legal insb"llment:A majority of citizens, consumer- and civil society
organisations (66.3%) and of public authorities (66.7%) believe that a regulation
would be a better instrument than a Dh'ective. 47% of industry representatives
suggest other options. 24.1% are against the idea of a regulation, while 28.9% are in
favourof a regulation.

•

Amending the exemptions to consent for processing traffic and location data:

49.1% of citizens, consumer and civil society organisations and 36% of public
authoritiesreplying to the pubHcconsultation prefer not to broaden the exemptionsto
the confidentiality of traffic and location data, ·while 36% of the industry favour
extended exemptions, e.g. to allow the use of this data for statistical purposes; while
2/3 of industiy advocates to the mere 1·epealof the provisions on the processing of
these data
•

Support for solutions proposed to tile cookie consent issue: Citizens had the
strongest support for introducing provisions to prevent specific behaviours~
irrespective of users1 consent (86.7%), imposing obligations on manufacturers of
terminal equipment to market products with privacy-by-default settings activated.
The option to support self/co-regulation received most support from industry
(58.3%). The options most supported by public authorities were the introduction of
rules prohibiting specific abusive behaviour (70.4%), and placing obligations on

manutacturers(63%).
•

Need to limit the number of eompetent authorities:Close to 70% of the combined
total responses from industry, citizens and civil society say that one single national
authority should be entrustedto enforce the rules. However,half of the public bodies
who responded to the consultation are not convinced that this is needed. For
respondents who consider that one single authority should enforce ePrivacyrules, a
majority>across all categories. find that the national data protection autho1ityis the
best suited authority.

•

Opt-in or opt-out for direct marketing calls: All groups of respondents agree that

Member States should not retain the possibility to choose between a prior consent
(opt-in) and a right to object (opt-out) regime for direct marketing calls to citizens.
90% of citizens, civil society and public authorities favour an opt-in regime>whereas
73% of industry favours an opt-outregime.

Workshopsand meetingswith stakeholders
II
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I 62 contributionsfrom citizens, 33 from civil society and consumerorganisations;186 from industry
and 40 from public bodies,includingcompetentauthoritiesto enforcethe ePrivacyDirective.

7

EN

,,

The European Commission organised a series of workshops to collect further views of
stakeholders.
The first workshop was open to all stakeholders and took place on 12 April. There were
around 120 participants, representing industry, competent authorities and civil society.
Representativesof the telecom industry argued for the need for the rules to be made flexible.
Representativesfrom consumer organix.ationssupported an ambitious instrument that would
increase the level of protection of privacy and confidentiality of communicationsthroughout
Europe. The second workshop gathered the national competent authorities in order to
receive their specific inputs to the review. The discussions focused on the cookie rule, rules
on traffic and location data, the need for a security provision, the provisions on subscriber's
directories and unsolicited communications.A round table with 17 .keystakeholders from all
fields, the European Data Protection Supervisor and the Article 29 Working Party, was
organised to gather views in a later stage of the review. Stakeholders expressed their views
on, in(er alia, the preferred legal instrwnent, the extension. of the scope to OTI
communicationservices, the need of having sector specific rules on traffic and location da1a.
how to simplify the requirement to obtain consent before placing cookies or other identifiers,
how to addressonline tracking.

Eurobarometeron e-Privacy
Between the 7lli and 8th July 2016, around 27,000 cit~s
from different social and
demographic groups were interviewed throughout the EU via telephone (mobile and fixed
line) on questionsrelated to the protection of their privacy. Below is a summaryof the results
of this Eurobarometer survey12.
•

Almost eight in ten say it is very important that personal information on their
computer,smartphoneor tablet can only be accessed with their pennission (78%).

•

More than seven in ten (72%) state that jt is very important that the confidentiality of
their e-mails and online instant messaging is guaranteed.

•

A majority agree that th.ereshould be a range of measures availah1eto protect their
p1ivacy, while almost two thirds have taken at least one action to protect their
personal information when surfing online. 60% have already changed the privacy
settings on their Internet browser (e.g. to delete browsing history or cookies) while
40% avoid certain websites because they are worried their online activities would be
monitored.

•

Almost nine in ten respondents (89%) agree with the proposal that the default
settings of their browser should stop their information from.being shared.

•

Nine in ten agree they should be able to encrypt their messages and calls, so they can
only be read by the recipient (90%).

•

More than six in ten (61%) of respondents say they receive too many unsolicited
commercial calls. An almost similar number would like commercial calls to be
displayedwith a special prefix (59%).

3.3.

Collectionand use of expertise

The Commissionrelied on tht, followingexternal expert advice:
12
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2016 Eurobarometersurvey(EB) 443 one-Privacy(SMART2016/079).
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-Targeted consultations of EU expert groups13

- External expertisecollectedin two studies:
Study "ePl'ivacy Directive: assessment of transposition, effectiveness and
compatjbility

with

proposed

Data

Protection

Regulation" · {SMART

2013/007116).
Study "Evaluation and review of Directive 2002/58 on privacy and the
electronic communicationsector" (SMART 2016/0080). In addition, a number of
other studies have provided input to the review process (Annex I of the Staff
WorkingDocumenton ex~postREFIT evaluationof the ePrivacyDirective).
3.4.

Impact assessment

The executive summary of the impact assessment and the positive opinion of the Regulatory
ScrutinyBoard can be found on the website [~ddhyperlinks]of the Commission.
The following policy options to achieve the objective were examined against the three core
criteria of effectiveness,efficiencyand coherence:
Option 1: Non-legislative("soft law") measures.
Option 2: Limited reinforcement of privacy/confidentialityand simplification
Option 3: Measuredreinforcementof privacy/confidentialityand simplification
Option 4: Far reaching reinforcementof privacy/confidentialityand simplification
Option S: Repeal of the ePrivacyDiret.iive
Option 3 was, in most aspects, singled out as the best option to achieve the objectives,while

taking into accountits efficiencyand coherence.The main benefits are:
Enhancing protection of confidentialityof electronic communicationsby means of a

technologicallyneutral definition,which extends the scope of the legal instrumentto
include new functionally equivalent electronic communicationservices. In addition,
the Regulationenhancesuser's control by clarifyingthat where consent is request.ed,
it can be expressedthrough appropriatetechnical settings.
Enhanc.ingprotection against unsolicited communications,with the introductionof a
mandatory prefix for: marketing calls and the enhanced possibilities to block calls
from unwantednumbe!'s.
Simplifying and clarifying the regulatory environment,by reducing the margin of
manoeuvreleft to Member States, repealing outdated provisions and the broadening
of the exceptionsto the consent rules.

Economic impactsof the preferred optkm
The compliance costs of the preferred option are expected to decrease overall, given the
additionalhannonisation and simplificationintroduced.OTT communicationserviceswould
have to incur some compliance cost"sfor revising the legality of their business models.
However, such costs are not expected to be significant. Website publishers may incur some
small adaptation costs. Browsers and similar applications perrmitting electronic
communications,would have to incur significant costs for putting in place privacy by design
13

Opinion of the Article 29 Working Party; the EDPS; views of BEREC; views of ENISA; views of

members of the ConsumerProtectionand CooperationNetworkCCPCnetwork').
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settings. Tradel's would incur some costs following the introduction of the prefix for
marketing calls.

The main impacts on national budgets and administration would derive from the
implementationof the consistencymechanisms.The impact is not considered to be major, as
synergies with already existing consistencymechanisms (e.g. in the field of data protection)
might be exploited.No other significantimpacts were identified.
3.5.

Regulatory fitnes~and simplification

The policy measures proposed under the preferred option address the objective of
simplificationand reduction of administrativeburden, in line with the findings of the REFIT
evaluation. The measures aim to ensure effective privacy and confidentiality of electornic
communicationsfor end-usersand the protectionof personaldata, while providing clarity and
simplification to reduce compliance costs and efforts of busines.sesthat occur due to the
obligations set forth. The proposedchangesinclude specifically:
Use of technologically neutral definitions to apprehend new services and
technologiesin order to ensure the Regulation is future-proof;
Repeal of 1he security and notification of personal data breach rules, which will
eliminateregulatoryduplication;
Clarification of scope, which would help to eliminate/reducethe risk of divergent
implementationby Member States;
Clarificationand simplificationof the consent rule for the use of cookies and other
identifiers,to help eliminate/reducethe risk of divergent application and render the
rule more effective in protecting end-users, while lowering compliance costs for
businesses;
Introduction of the consistency mechanism set forth under the GDPR for matters
covered under Chapter TIof this Regulation and advisory role of the European Data
Protection Board for the remaining Chapters, to significantly improve the uniform
interpretationof this Regulation
3.6.

Impacton fundamentalrights

The proposal for a regulation seeks to implement fundamental rights and principles
recognised by Articles 7 and 8 of the Charter of FundamentalRights of the European Union:
the right to respect for private and family life and communicationsis a fundamentalright in
the EU as is the right to the protection of personal data. The proposed measures aim at
increasing the level of protection of privacy and personal data processed in relation with
electornic communication,ensure greater legal certainty~and make EU confidentiality of
communication more effoctive. The proposal seeks to com~lement and particularise the
General Data ProtectionRegulation(Regulation2016/679/EU)4• Protectingconfidentialityof
communicationsis essential as the effectiveness of this right is a necessary condition for
exercising the freedomof expressionand other related rights, such as personal data protection
or the :freedomof thought.

1~

Regulation(EU) 2016/679of the EuropeanParliament and of the Council of 27 April 2016 on the
protectionof naturalpersonswithregard to the processingof personaldata and on the free movementof
such data, and repealingDirective95/46/EC(General Data ProtectionRegulation)(OJ L 119,4.5.2016,
p. J--88).

EN

10

EN

4.

BUDGETARY IMPLICATIONS

The proposal has no implicationsfor the EU budget.
5.

OTHER ELEMENTS

5.1.

Implementation plans and monitoring, evaluationand reporting arrangements

The Commission ~hall submit a rep01t on the evaluation and review of this Regulation to the
European Parliament and to the Council every four years. Toe reports shall be made public
and details the effective application and enforcementof this Regulation.

5.2.

Detailed explanation of the specific provisions of the proposal

5.2.1.

CHAPTERI - GENERALPROVISIONS

Article l defines1hesubject matter and the objectivesof the Regulation.
Article 2 determines the :material scope of the Regulation.
Article 3 determines the territorial scope oft.he Regulation.
Article 4 contains definitions of terms used in the Regulation. While some definitionsm-e
taken over from Directive 2002/58/EC, others are modified. complemented with additional
elements, or newly introduced. The Regulation also refers back to definitions enshrined in
Regulation 2016/679/EU and in the proposal for a Directive establishing the European
Electronic Communications Code.

EN
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Proposal for a

REGULATIONOF THE EUROPEANPARLIAMENTAND OF THE COUNCIL
concerning the r-espectfor private life and the protection of personal data in electronic
communicationsand repealingDirective2002/58/EC('Privacy and Electronic
CommunicationsRegulation)

THEEUROPEANPARLIAlv.ffiNT
ANDTHE COUNCIL OF THE EUROPEANUNION~
Having regard to the Treaty on the Functioning of the European Union, and in particular
Articles 16 and 114 thereof,

Having regard to the proposal from the European Commission,
After transmissionof the draft legislative ~t to the national parliaments,
Having regard to the opinion of the EuropeanEconomic and Social Committee1•

Having regard to the opinionof the Committeeof the Regions2,
Havingregard to the opinion of the European Data Protection Supervisor3,
Actingin accordance with the ordinary legislative procedure,
Whereas:
(1)

Article 7 of the Charter of Fundamental Rights of the European Union (the 'Charter,)
protects the fundamental right of everyone to the respect for his or her private and
family life, home and communications. The respect for the privacy of one's
communications is an essential dimension of this right. Confidentiality of
communications gwuantees that informaiion exchanged between parties and the
external elements of such communication(e.g. when it has been sent, from where, to
whom, etc.) will not be revealed to anyone other than to the communicatingparties.
The principle must apply to current and future means of commW1ication,
including
calls, Internet access, instant messaging applications, e-mail, internet phone calls and

personal messagingthrough social media.
(2)

2

l
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Electronic communications data may reveal highly sensitive infonnation about the
persons involved in the communication, from personal experiences and emotions to
medical conditions, sexual preferences and political views, the disclosme of which
could result in personal and social hann, economic loss, and embarrassment. In
addition to the content of communications. electronic com:cnunicatioos metadat.a,
which includes the numbers called, the websites visited, one's geographical location,
the time, date and duration when an individual made a call, etc, may also expose very
sensitive and personal information, allovving precise conclusions to be drawn
regarding the private lives of the persons, such as their social relationships, their habits
and activities of everyday life, their interests, tastes etc. Moreover, electronic
communications data may reveal infonnation concerning legal entities, such as
OJ C [.. .], (... ], p. [ ... ].
OJ C [ ... ], [... ], p. [ ... ].
OJ C [... ), (.. ,J,p. [... }.
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busines secrets or other sensitive information that has economicvalue. The protection
of confidentiality of communicationsis also an essential condition for the respect of
other connected fundamentalrights and :freedoms,such as the protection of freedom of
thought, conscience and religion, freedom of expressionand information.
(3)

Article 8(1) of the Charter of the Eumpean Union and Article 16(1) of the Treaty on
the Functioningof the European Union (TFEU) provide that everyonehas the right to
the protection of personal data concerning him or her. Regulation (EU) 2016/679 of
the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EClays down rules relating to
the protection of natural persons with regard to the processing of personal data and
mies relating to the free movement of personal data4 • Electroniccommunications data
may include personal data as defined under Regulation (EU) 2016/679, in the form of
spoken words, text messages, files exchanged but also data related to the external
elements of these communications('tnetadata').

(4)

In order to ensure adequate protection of the :fundamentalrights protected under
Article 7 and Article 8 of the Charter, it is nect:ssary to lay down specific rules
concerning the protection of private life and communicationsand the processing of
personal data in connectionwith the provision and use of electronic communications.
lhis Regulation,therefore, harmonises the provisions required to ensul'ean equivalent
level of protection of fundamentalrights and freedoms. in particular the the respect for
private life and t.'1eprote-0tionof personal data in connection Vv-i.th
the ptovisfon and
use of electronic communications services and to ensure the free movement of such
data and services in the EuropeanUnion.

(5)

The provisions of this ReguJationparticularise and complement the general rules on
the protection of personal data laid down in Regulation (BU) 2016/679 of the
European Parliament and of the Cowicil as regards electronic communicationsdata
that con.stitu.tespersonal data. In relation to electronic communications data.
Regulation (EU) 2016/679 applies in particular to all matters concerningprotection of
fundamental rights and freedoms, which are not specificallycovered by the provision~
of this Regulation, including the obligations on controllers and processors and the
rights of individuals. Insofar as the provisions of this Regulation conflict with the
provisions of Regulation (EU) 2016/679, the provisions of this Regulation shall
prevail.

(6)

While the o~jectives and principles of Directive 2002/58/EC of the European
Parliament and of the Council5 remain generally sound, that Directive has not fully
kept pace with the evolution of technological and market reality, resulting in
inconsistent or not sufficiently effective protection of privacy and confidentiality in
relation to electroniccommunicationstin some fragmentationin the implementationof

s
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Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protectionof natural personswith regard to tbe processingof personaldata and on the free movementof
such data, and repealing Directive95/46/EC (GeneralData ProtectionRegulation)(OJ L 119,4.5.2016,
p. 1-88).
Directive 2002/58/ECof the European Parliament and of the Council of 12 July 2002 concerningthe
processing of personal data and the protection of privacy in tl1e electronic communicationssector
(Directive on privacy and electronic communications) (OJ L 201, 31.7.2002, p.37), amended by
Directive 2009/136/BCof the European Parliament and of the Council of 25 November 2009 (OJ L
337, 18.12.2009,p. I I).
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its provisions in the internal market and a general perception that the 0011:fidentiality
of
communications is not fully guaranteed. Directive 2002/58/EC should therefore be
repealed and replaced by this Regulation.

EN

(7)

In order to ensure a consistent level of protection for natural persons throughout the
Union and to prevent divergences hampering the free movement of personal data
within the internal market, a Regulation is necessary. The latter will ensure legal
certainty arid transparency for economic operators, including micro, small and
medium-sized enterprises, and will provide natural persons in all Member States with
the same level of legally enforceable righ~ and obligations and responsibilities. A
regulation will also serve to ensure consistency with Regulation (EU) 2016/679. in
particular in the light of the lex specialis- lex generalis relationship between these
instruments.

(8)

The proper functioning of the intern.al mark.et requires that the free movement of
personal data within the Union is not restricted or prohibited by Member States for
reasons connected with the protection of natural or legal persons with l'egard to the
processing of electronic communications data. Nonetheless, Member States should be
allowed~within the limits of the pro-visionsof this Regulation, to determine more
precisely the conditionsunrlerwhich the processing of electronic communicationsdata
is lawful. In this respect, they may maintain or introduce national provisions to fwther
specify and clarify the application of the rules of this Regulation where this is
necessary to ensure an effective application and interpretation of such rules and does
not conflict with any provisions of this Regulation. The margin of discretion which
Member States have in this regard can therefore be used only in accordance with the
objective pursued by this Regulation and of maintaining a balance between the
protection of private life and the free movement of electronic communicationsdata.

(9)

This Regulation sets forth rules that apply to providers of electronic communications
services, to providers of publicly available directories, and to software providers
permitting electronic commm1ications, including the retrieval and presentation of
infom1ation on the Internet It also appHes to natural and legal persons who use
electronic communications services to send direct marketing commercial
communications and/or collect information related to or contained in tmd-users'
terminal equipment.

(I 0)

This Regulation does not address issues of protection of fundamental rights an<l
freedoms related to activities which fall outside the scope of Union law, such as
activities concerning national security. This Regulation does not apply to the
processing of electronic cornmwucations data by the Member States when carrying
out activities in relation to the common foreign and security policy of the Union.
When the processing of electronic communicationsdata by private bodies .fullswithin
its scope, this Regulation should provide for the possibility for Member States under
specific conditions to restrict by law certain obli~tions and rights wh.en such a
restriction constitutesa necessaryand proportionatemeasure in a democratic societyto
safeguard specific important jnterests including public security and the prevention,
investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, including the safeguarding against and the prevention of threats to
public security. Therefore this Regulation does not alter the existing balance between
the individual's right to privacy and the possibility for Member States to take the
measures referred to in Article 11 of this Regulation, necessary for the protection of
public security, defence, State security (including the economicwell-being of the State
when the activities relate to State security matters) and the enforcement of criminal
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Jaw. Consequently. this Regulation does not affect the ability of Member States to
carry out lawful interception of electronic communicationsor take other measmes>if
necessary for the protection of public security, defence, State security (including the
economic well-being of the State when the activities relate to State security matters)
and the enforcement of criminal law and in accordance with the Charter of
Fundamental Rights of the European Union and the European Convention for the
Protection of Human Rights and FundamentalFreedoms, as interpretedby the rulings
of the Em-opean Court of Human Rights and the Court of Justice of the European
Union.
(11)

In order to provide a strong and coherent data protection frameworkin the Union,this
Regulation and the [New Regulation 45/2001] shall be governed by the same general
principles with regard to the protection of privacy and confidentialityin relation to the
processingof electronic communicationsdata.

(12)

This Regulation should apply to electronic communications data processed in
connection with the provision and use of electronic communicationsservices in the
Union, regardless of whether the processing takes place in the Union or not. Moreover,
in order not to deprive end-users,vho are in the Union of the protectionof ptivacy and
confidentialityof electronic communications>
this Regulationalso applies to electronic
communications data processed in connection with the provision of electronic
communicationservices from outside the Union to end-users in the Union.

(13)

New online players have emerged offering communications services which many
users perceive as comparableto traditionalelectronic communicationsservices such as
voice telephony and SMS. These so-called over-the-top service providers ("OTis,,)
provide their services in the fonn of applications running over the internet access
service (hence 11over~the-top") and are in general not subject to Directive 2002/58/EC,
1bis creates a void of protection of confidentiality for the users of these services.
Moreover,it generates an uneven playing field between these providers and electronic
communications service providers, as services vmich are perceived by users as
functionally equivalent are not subject to the same rules. It is therefore necessary to
update the scope of Directive 2002/58/EC so as to e.q.surethat the protection of
confidentialityis guaranteed, irrespectiveof the technologicalmedium chosen. To this
end) this Regulation uses the definition of electronic communicationservices set forth
in the proposal for a Directive of the European Parliament and of the Council
establishing the European Electronic CommunicationsCode6, which encompassesnot
only internet access services and services consisting wholly or partly in the
conveyance of signals but also interpersonal communicationservices, which may be
number-basedor number independent The latter category covers OTis.

(14)

With the development of the Internet of Tirings, connected devices and machines
increasingly communicate with each other by using electronic communications
networks. The transmissionof machine-to-machinecommunicationsregularly consists
in the conveyance of signals and hence usually constitutes an electronic
communications service. Such transmission of machine-to-machine services may

6

.s
6
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Proposal for a Directive of the European Parliament and of the Council establishing the European
Electmoic CommunicationsCode (R.e<:ast)
(COM(2016590 final of 14.09.16).
OJ C [... ], [... ], p. [... ].
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include personal data as defined under Regulation (EU) 2016/679 or sensitivebusiness
information. In order to ensure full protection of the rights to privacy and
confidentiality of communications, and to promote a trusted and secure Intemet of
Things in the digital single market, it is necessary to clarify that this Regulation
applies to the transmissionof machine-to machine communications.Therefore the
principle of confidentiality eruihrined in this Regulation also applies to the
transmissionof machin~to~machinecommunications.

EN

(I 5)

The spreading of fast and efficient wireless technologies has fostered the increasing
availability for the public of internet access via wireless networks accessible by
anyone in public and private spaces such as 'hotspots' situated at different places
within a city, departmentstores, shopping malls, hospitals, etc. To the extent that these
networks are provided to an undefined group of users, the confidentiality of these
communications should be protected. The fact that wireless communication services
may he ancillary to other services should not stand in the way of ensuring the
protection of confidentialityof communicationsand application of this Regulation. On
the other han~ this Regulation does not apply to closed user groups and corporate
networks.

(16)

This Regulation applies to any exchange of info1mation using electronic
commm1icati.onservices and public communicationsnetworks, including content and
metadata. Information conveyed or exchanged that is part of a broadcasting service
provided over a public communicationsnetwork, such as for example, news or other
audio-visualcontent intended for a potentially unlimited audience does not constitutea
communicationin the sense of this Directive.

(17)

Electronic communications data should be defined in a sufficiently broad and
technology neutral way so as to encompass any infollil.ation concerning the content
transmitted or exchanged (electronic communications content) and the information
concerning an end-user of electronic communications services processed for the
purposes of transmitting, distributing or enabling the exchange of electronic
communications content; including data to trace and identify the source and
destination of a communication, and the date, time, duration and the type of
communication.It should also include data necessary to identify end-users' terminal
equipment and the location of such equipment. Whether such signals and the related
data are conveyed by wire, radio, optical or electromagneticmeans, including satellite
networks, cable networks, fixed (circuit-and packet-switched,including Intemet) and
mobile terrestrial networks, electricity cable systems, the data related to such signals
should be considered as electronic communications metadadata and therefore be
subject to the provisions of this Regulation. Location data, such as for example, the
location of a tenni~l equipment from or to which a mobile phone can
or an Internet
connectionhas been made or the Wi-Fi hotspot that his/her phone connected to, is also
considered electroniccommunicationsmetadata.

(18)

Electronic communicationsdata should be treated as confidential.This means that any
interferencewith the conveyance of electronic communicationsdata, whether directly
by human intervention or through the intermediation of automated processing by
machines, without the consent of the communicatingparties is prohibited.Interception
of communications may occur. for example, when someone other than the
communicatingparties, listens calls, reads and stores the content of text messages for
purposes other than the exchange or conveyance of communications1be storage and
further processing of electronic communications content, once the electronic
communicationhas been conveyed to its recipient(s), shall be governed by Regulation
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(EU) 679/2016. Interception also occurs when third parties monitor websites visited,
timing of the visits, interaction with 0th.erst etc without the consent of the user
concerned. As technology evolves the technical ways to engage in interception have
also increased. Such ways may range from the installation of equipment that gathers
datafrom phones over targeted areas, such as the so-calledIMS! catchers, to programs
and techniques that, for example, surreptitiously monitor browsing habits for the
purpose of creating user profiles. Other examples of interception include capturing
payload data or content data from unencrypted wireless networks and routers, and
analysis of customers'traffic data, for example to determineusel's'interests and deliver
targeted advertising without the consent of the concemed end-users.

EN

(19)

Processing of electronic communications data, by providers of electronic
communicationsservices. however,may be permitted in certain limited circumstances,
for specified purposes and under clearly defined conditions.Pennitted uses include the
processing of electronic communications mctadata that is necessary to maintain or
restore the security of electronic communicationsnetworks and services, to ensure the
ability of the electronic communications' network to resist, at a given level of
confidence, accidental events or unlawful or malicious actions that compromise its
availability, authenticity, integrity and confidentiality of stored or transmitted
communicationsdata.

(20)

Providers of electronic communications services may be obliged to ensure certain
quality of service and ensure, for example>that the service does not suffer degradation
or that the traffic is not unduly slowed down; for which, in some limited
crrcmnstances;it may be necessary to analyse metadata in real time and respond to
fluctuations in traffic. Certain electronic communications metadata is necessary to
enableproviders to co1Tectly
bill end-users for the services used and to allow end-users
to verify that the costs incurred correspond to their actual usage. The processing and
storage of such data for such purposes should therefore be permitted without requiring
consent by the end-user concerned.

(21)

The processing of electronic communications metadata can be usefuJ for businesses,
consumers and society as a whole. End-users may benefit from value-added services
such as traffic information,find nearby services, etc. Vis-a-vis Directive 2002/58/EC,
this Regulation broadens the possibilities for providers of electronic communication
services to process electronic communications dat~ based on end-users consent Endusers may consent to the processingof their metadata, to receive specific services such
as protection services against fraudulent activities (by analysing usage data, locatjon
nnd customer account in real time). Providers may request users' consent for purposes
llll-related ot the provision of services to the customer, including the transfer of this
infonnation to marketers and other clients. Providing more leeway to providers of
electronic communicationssei:vicesto process metadata may foster a data market and
encourage innovation in the Union. Polls and studies, however, s.howthat end-users
attach great importance to the confidentiality of their communications,including their
online activities, and that they want to control the use of electronic communications
data for purposes other than conveying the communication.The risk to individuals'
privacy may increase when such data is transferred to third parties for unrelated
purposes. Therefore, the processing of electronic communicationsmetadata for one or
more specified purposes should be pennitted, after having been adequately informed,
only if the user has given bis or her prior consent for the processing of his or her
electronic communicationsdata.
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(22)

For the purposes of this Regulation, consent of an end~user,regardless of whether the
latter is a natural or a legal person, should have the same meaning as the data subject's
consent as defined and further specified in Regulation (EU) 2016/679. End-users
should receive all relevant information about the intended processing in a clear and
easily lmderstandablelanguage, such infonnation should be given separately from the
terms and conditions to the service. The provision of electronic communication
services shall not be made conditional upon obtaining the end~user•sconsent to the
processing of their electronic communicationsmetadata; whether end~usersconsent is
freely given, shall be assessed on a case by cac;ebasis; relevant aspects to determine
whether the end-user has a genuine or free choice; shall include whether similar
services are available at affordable prices; currentlythe market offers great variety of
fi:eeor paid services, such as instant messaging, web mail; at least for Intern.etaccess
services and voice communicationservices, the European Electronic Communications
Code ensuresthat all end-users in the Union have access at an affordable price to such
services.

(23)

Terminal equipment of users of electronic communications networks and any
infonnation relating to the usage of such tenninal equipment, whether in particular is
stored on or emitted by such equipment, requested from or processed in order to
enable it to connectto another deviceand or network equipment,are part of the private
sphere of the users requiring protection under the Charter of Fundamental Rights of
the EuropeanUnion and the European Conventionfor the Protection ofHUillfillRights
and Fundamental Freedoms. Given that such equipment contains or processes very
sensitive informatio~ including the content of communications,pictures, the location
of individuals by accessing the device's GPS capabilities, contact lists, and other
information already stored in the device, the information related to such equipment
requires enhanced privacy protection. Furthennore, the so-called spyware, web bugs,
hidden identifiers, tracking cookies and other similar malicious or unwanted tracking
tools can enter the user's terminal without their knowledge in order to gain access to
information, to store hidden infonnation, to trace th.e activities of the user or to
instigate certain technical operations or tasks, often without the knowledge of the user,
and may seriously intrude upon the privacy of these users.

(24)

Any interference with the end-user's terminal equipment, for example, by using the
terminal equipmentpr<;>cessing
capabilities, by storing or retrieving information from
such equipment or by coJlecting information remotely from the equipment for the
purpose of identificationshould be allowed only with the user's prior informed consent
and for specific and transparent purposes. A high and equal level of protection of the
private sphere of users' needs to be ensured therefore in relation to the privacy and
confidentialityof users' tenninal equipment content, functioning and use. Techniques
that surreptitiously monitor the actions of users, for example by tracking their
activitiesonhne or the location of their terminal equipment. or subvert the operationof
the users' terminal equipmentpose a serious threat to the privacy of users.

(25)

Exceptions to the obligation to provide information and obtain the prior consent
should be limited to situations which have no or only limited privacy intrusiveness.
For instance, consent shall not be requested for authorizing the technical storage or
acct::sswhich is necessary for the legitimate purpose of enabling the use of a specific
service explicitly requested by the end-user. This may include user interface
customization cookies set for short periods of time, for example, to remember
languagepreferences.It also includes the storing of cookies to keep track of the user's
input when filling online fonns over several pages. Cookies can also be a legitimate
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and useful tool, for example, in measuring web traffic to a site. Websites that engaging
in configuration checking to provide the service in compliance with the end~users
settings and tbe mere logging of the fact that the user's device is unable t.o receive
content requested by the end-user shall not constitute access to such a device or use of
the deviceprocessingcapabilities.

EN

(26)

The methods of providing infollllation and obtaining user's consent should be as userfriendly as possible. Taking into account the fact that especially in the online world
users nre increasingly requested to provide consent for online processing of their
personal data, and the information overload related to these requests, the use of
centralized, transparent and user-friendly settings of privacy preferences should be
suongly encouraged. Where it is technically possible and effective, in accordance with
the relevant provisions of Regulation (EU) 2016/679, the user's consent to processing
may be expressed by using the appropriate settings of a browser or other application.
The choices made by users when establishing its general privacy settings of a browser
or otl1erapplication shall be binding on, and enforceable against,any third parties.

(27)

Web browsers mediate much of what occurs between the end-user and the website,
from this perspective, they are in a privileged position to play an active role to help the
user to control the flow of information to and from the tenninal equipment. More
paiiicularly web browsers may act as gatekeepers, thus helping users to prevent
information from their terminal equipment (e.g. smart phone, tablet, computer etc.)
from being Recessedor stored. Currently, the default settings for cookies are set in
most current browsers to 'accept all cookies'. For web browsers to be able to convey
users' consent as defined under Regulation (EU) 2016/679, for example, to the storage
of cookies for tracking purposes, they should, among others, require fill affirmative
action from the user to signify his or her agreement to the storage of. access to or use
of the equipment computing capabilities. Such affirmative action may be given if the
browser presents the user with settings that include 'accepting third party tracking
cookies' and users are required to actively select 'tracking' to confirm their agreement
If browsers are equipped with such functionality, websites that want to set cookies for
behavioral advertising purposes may not need to put in place banners requesting their
consent insofar as users may provide their consent by selecting the right settings in
their browser. Web browsers are encouraged to provide easy ways for end-users to
change the private settings.

(28)

While such banners serve to empower users, at the same time. they may cause
irritation because users are forced to read the notices and click on the boxes, thus
impairing Internet browsing experience. It is therefore necessary to provide for the
obligation of providers of software enabling the terminal device's basic functions,
including the retrieval and presentation of information on the Internet. to configure the
software so that the software is offered on the market with privacy-friendly settings as
a means to provide consent and to reinforce user's control over online tracking and
over the flow of data from and into their terminal equipment. Users shall be prompted
at the moment of the first use of the software to choose their privacy settings among a
specifically establishedset of privacy options, ranging :fromhigher (e.g. 'never accept
cookies') to lower (e.g. 'always accept cookies'). In case of no active choice or action
from the user, the web browser shall be set so that it blocks by default the storage of
third party cookies or other type of trackers. Some web browsers detect that the
settings of end-users and convey information from a visited website, for example 'The
website X wishes to set a cookie•. This functionality offers enhanced transparency and
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constitutes a valuable tool to empower usel'sto make decisions on a case-by case
basis.. Browserproviders are encouragedto include these functionalities
{29) Communicationnetworksrequire the regular broadcastof certain data packetsin order
to discoveror maintain a connectionwith the network or other devices on the network.
Furthermore,devices must have a unique address assigned in order to be identifiable
on that network. Wireless and cellular telephone standards similarly involve the
broadcastingof active signals containing unique identifierssuch as MAC address, the
I.MEI(Intemational Mobile Station Equipment Identity), the IMSI (International
Mobile SubscriberIdentity), etc. A single wireless base station (i.e., a transmitterand
receiver), such as wireless access point, has a specific range within which such
infonnati.onmay be captured. Service providers have emerged who offer tracking
services based on the scanning equipment related infonnation with diverse
functionalities, including people counting, providing data on the number of people
waiting in line, ascertaining the number of people in a specific area, etc. This
infonnation may he used for more fotrusive purposes, such as to send commercial
messages to users as they enter, for example stores, with personalized offers. While
some of these functionalitiesdo not entail high ptivacy risks, others do. for example,
those involving the tracking of individuals over time, including repeats visits to
specified locations. Providers engaged in such practice.s shall display prominent
notices informing users that the technology is in operation within a given pedmeter,
the purpose of the txacl<lng.the person responsible for it and any measure the end·user
of the terminal equipment can take to minimize or stop the collection and adequate
safeguards are applied

EN

(30)

Restrictionsconcerningspecificprinciples and the rights and obligationsset out in this
Regulation may be imposed by Union or Member State law, as far as necessary and
proportionate in a democratic society to safeguard public security, including the
· protection of human life especially in response to natural or man made disasters, the
prevention>inveb1igationand prosecution of criminal offences or the execution of
criminal pe.o.alties,the safeguarding against and the prevention of threats to public
security, other important objectives of general public interest of the Union or of a
Member State. in particular an important economic or financial interest of the Union
or of a Member State. Those restrictions should be in accordance with the
requirementsset out in the Charter and in the European Conventionfor the Protection
of HumanRights and FundamentalFreedoms.

(31)

Wherenecessary and legally authorizedunder Union or Member State law, electronic
communications may be recorded for the purpose of providing evidence of a
commercialtransaction. In such case, all the parties to the commwlicationsshould be
informed prior to the recording about the recording, and of its purpose. The recorded
communicationshould be erdsed as soon as possible and in any case at the latest by
the end of the period during which the transactioncan be lawfully challenged

(32)

It is necessarytas regards calling line identification,to protect the 1ight of the calling
party to withhold the presentation of the identificationof the line from which the call
is being made and the right of the called party to reject calls from unidentified lines.
Certain end-users, in particular help lines, and similar organis~tions,have an interest
in guaranteeingtlte anonymity of their callers. It is necessary, as regards connected
line identification,to protect the right and the legitimate interest of the called party to
withhold the presentationof the identificationof the line to which the calling party is
actuaUy connected. Providers of publicly available number-based interpersonal
communicationservicesshould inform their subscribersof the existence of calling and
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connected line identificationin the networkand of all services which are offered on
the basis of calling and connected line identification as well as the privacy options
wllich are available. This will allow the end-usersto make an informed choice about
the privacy facilities they may want to use.
(33)

There is justification for overriding the elimination of calling line identification
presentation in specific cases. End-users rights to privacy with regard to calling line
identificationshall be restricted where this is necessruyto trace nuisancecalls and with
regard to calling line identificationand location data where this is necessary to allow
emergency services, such as eCall, to carry out their tasks as effectively as possible.
For the purpose of tracing nuisance calls, Member States should adopt specific
provisions to entitle providersof electroniccommunicationsservicesto provide access
to calling line identification and location data without the prior consent of end-users
concemed.

(34)

Teclm.ologyexists that enables providers of communication services to limit the
reception of unwanted calls by end-usersin different ways, includingblocking them at
network level, blocking silent cans as well as other fraudu1entand nuisance calls.
Providers of publicly available number-based interpersonal communication services
should provide end-users with such technology against the nuisance calls and free of
charge. Such technology shall facilitate the possibility for end-users to stop the
forwarded calls or unwanted incoming calls being passed on to their tenninals.
Providers should disseminate the existence of such :functionalitiesto end-users, for
instanceby publicizing it on their webpage and on their bills.

(35)

Publicly available directories of end-users of electronic communicationsservices are
widely distributed. Publicly available directories means any directo1y or service
containing end-users information such as phone numbers (including mobile phone
numbers),email contact details and includesinquiry services. The right to privacy and
to protection of the personal data of a natural person requires that end-users that are
natural persons are asked for consent before their personal data are included in a
directory.The legitimate interest of legal entities requires that end-usersthat are legal
entities have the right to object to the data related to them to be included in a directory.

(36)

If end-users that are natural persons give their consent to have their data included in
such directories, they should be able to detennine on a consent basis which categories
of personal data are included in the directory (e.g. name, email address, home address,
user name, phone number). In addition, providers of publicly available directories
should. before including them in the directory,inform the end-usersof the purposes of
the directocyand of the search functions of the directory. End~usersshould be able to
detel'mine by consent the categories of personal data on the basis of which their
contact details can be searched. The categories of personal data included in the
directory and the categories of personal data on the basis of which the end-user's
contact details can be searched should not necessarilybe the same.

(37)

In this Regulationt direct marketing refers to any form of advertising by which a
nattu-alor legal person sends direct marketingcommunicationsdirectlyto one or more
indentified or identifiable end-users using electronic commwtlcationsservices. This
includes the offering of products and services for commercial purposes. Political
parties that contacts natural persons directly via electronic communicationsservices in
order to promote the.irparties are considered to provide direct marketing falling into
the remit of this Regulation. The same applies to messages sent by other no-profit
organisationsto support the purposes of the organisation.

EN
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(38)

Safeguards should be provided to protect end-users against unsolicited
communicationsfor direct marketing purposes which intt-udeinto the private life of
end-users of electronic communication services. The degree of privacy intrusion and
nuisance is considered relatively similar independently of the wide range of
technologies and channels used to conduct these electronic communications,whether
phone ca11sinstant messaging applications, SMS, lv.t:MS,Bluetooth, emails, etc. It is
therefore justified to require that prior consent of the end-user is obtained before
commercial conununications for direct marketing pwposes are sent to end-users in
order to effectivelyprotect citizens against the intrusion into their private life as well
as the legitimate interest of legal persons. Legal certainty and the need to ensure that
the rules protectingagainst llll.Solicited
electronic communicationsremain future-proof
justify the need to define a single set of 1:ulestl1at do not vary according to the
technology used to convey these unsolicited communications,while at the same time
guaranteeing an equivalentprotection for all citizens throughout the Union. However,
it is reasonable to allow the use of e-mail contact details within the context of an
existing customer relationship for the offering of similar products or services. Such
possibility should only apply to the same company that has obtained the electronic
contact details in accordancewith Regulation2016/679/EU.

(39)

Having consented to receiving unsolicited communications for direct marketing
purposes end-users should still be able to withdraw their consent at any time in an easy
manner. To facilitate effective enforcementof Union rules on unsolicitedmessages for
direct marketing, it is necessary to prohibit the masking of the identity and the use of
false identities, false return addresses or numbers while sending unsolicited
commercial communications for direct marketing purposes. Unsolicited marketing
communications should be cleady recognizable as such and should indicate the
identity oflegal or the natural person who transmits the communicationor on behalf of
whom the communicationis transmitted and provide the necessary information for
recipients to exercise their right to oppose to receiving further written and/or oral
marketing messages.

(40)

In order to allow easy withdrawal of consent, legal or natural persons conducting
direct marketing communicationsby email should present a link, or a valid electronic
mail, which can be easily be used by users to withdrawtheir consent. Legal or natural
persons conductingdirect marketingcommunicationsthroughvoice-to-voicecalls and
through calls by automating calling and communication systems shall display their
identity line on which the company can be called or present a specific code identifying
the fact that the call is a marketing call.

(41)

Voice-to-voice direct marketing calls, given that they arc more costly for the sender
and impose no financialcosts on end-users,justify the possibility for Member States to
establish and or maintain national systems oniy allowing such calls to end-users who
have not objected.

(42)

EN

Service providers who offer electronic communications services should infonn endusers of measures they can take to protect the security of their communicationsfor
instance by using specific types of software or encryption technologies. The
requil'ementto inform end-usesofpal'ticularsecurity risks does not discharge a service
provider :from the obligation to take, at its own costs~appropriate and immediate
measures to remedy any new, unforeseen security risks and restore the normal secmity
level of the service. The provision of infonnation about security risks to the subscriber
should be free of charge. Security is appraised in the light of Article 32 of Regulation
2016/679/EU.
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(43)

When designating the supervisory authorities responsible for monitodng this
Regulation, Member Sates shall ensure that such authorities arc completely
independentin accordancewith Article 16 of the TFEU and Article 8(3) of the Charter
of Fundamental Rights of the European Union. Requirements for independence
applicableto the supervisory authorities responsible for the monitoring of ChaptexTI
of this Regulation should be those set forth under Regulation 2016/679/EU. Member
States should be able to establish more than one supervisory authority, to reflect their
constitutional, organisational and administrativestructure. However, the supervisory
authoritiesresponsible for monitoring the applicationof Regulation2016/679/EUshall
also be responsible for monitoring the application of Chapter II of this Regulation.
Such authorities shall also be responsible for monitoring the application of this
Regulation regarding electronic communicationsdata that refers to legal entities. Su.ch
additional tasks shall not jeopardise ihe ability of the supervisory authority to perform
its tasks regarding the protection of personal data under Regulation Regulation
2016/679/EU and this Regulation. Where more than one supervisory authority is
established in a Member State, such authorities shall cooperate with each other. They
shall also cooperate with the authorities appointed to enforce the European Electronic
CommunicationsCode.

(44)

The enforcement of the provisions of this Regulation often requires cooperation
between the national. supervisory authorities of two or more Memher States, for
ex.amplein combatinginterferences with the confidentialityof the terminal equipment.
In order to ensure smooth and rapid cooperation in such cases, the procedures of the
cooperation and consistency mechanism established under Regulation 2016/79/EU
should apply to Chapter II of this Regulation. Therefore, the European Data Protection
Board should contribute to the consistent application of this Regulationthroughout the
Union, :inparticular by issuing opinions in the context of the consistency medwnisms
or by adopting binding decisions in the context of dispute resolution_as provided in
article 65 of Regulation 2016/679/EUas regards ChapterII of this Regulation.

(45)

Each supervisory authority should be competent on the territory of its own Member
State to exercise the powers and to perfonn the tasks, including adopting binding
decisions, confe1Tedon it in accordance with this Regulation. In order to ensure
consistent monitoring and enforcement of this Regulation throughout the Union, the
snpenrisory authorities should have in each Member State the same tasks and effective
powers, including powers of investigation, col'rective powers and sanctions>and
authorisation and advisory powers, without prejudice to the powers of prosecutorial
authorities under Member State law, to bring infringements of this Regulation to the
attention of the judicial authorities and engage in legal proceedings To this end, this
Regulation provides national authorities shall have the relevant tasks and powers as set
forth under Articles 57 and 58 of Regulation2016/679/EU. These tasks and powers do
not include those which relate to specifici provisions of the Regulation 2016/679/EU,
such as th.oseset forth under Art 57 (a), (j), (k), (l), (n), (o) and Art 58 (c), (e), (h).

(46)

In order to strengthenthe enforcementof the rules of this Regulation, each supervisory
authority should have the power to impose penalties including administrr1tivefines for
any infringementof thls Regulation, in addition to, or instead of any other appropriate
measures pursuant to this Regulation. This Regulation should indicate infringements
and the upper limit and criteria for setting the related administrative fines, which
should be determined by the competent supervisory authority in each individualcase,
taking into account all relevant circumstancesof the specific situation, w.ithdue regard
in particular to the nature, gravity and duration of the infringement and of its
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consequencesand the measures taken to ensure compliancewith the obligations under
this Regulationand to prevent or mitigate the consequencesof the infringement.For
the purpose of setting a fine undel' thfa Regulation, an undertaking should be
understood to be an undetiaking in accordance with Articles I01 and l 02 TFEU for
thosepurposes.

(47)

In order to fulfil the objectives of this Regulation>namely to protect the fundamental
rights and freedoms of natural pei-sonsand in particular their right to the protection of
personal data and to ensure the free movementof personal data within the Union, the
power to adopt acts in accordancewith Article 290 TFEU should be delegated to the
Commission. In particular, delegated acts should be adopted in respect of the
informationto be presented,includingby means of standardisedicons in order to give
an easily visible and intelligible overviewof the collectionof information emitted by
terminal equipment, its purpose, the person responsible for it and of any measure the
end-user of the terminal equipmentcan take to minimise the coJlection.Delegatedacts
are also necessary to specify a code to identify marketing calls, which wilt identify
voice-to-voice marketing calls. It is of particular importance that the Commission
carry out appropriate consultations during its preparatory work, including at expert
level. The Commission>when preparing and drawing-updelegated acts, shouldensure
a simultaneous, timely and appropiiate transmission of relevant documents to the
EuropeanParliamentand to the Council.

(48)

Since the objective of this Regulation, namely to ensure an equivalent !eve] of
protectionof natural and legal persons and the free fl.owof electroniccommunications
<latathroughoutthe Union, cannot be sufficientlyachieved by the Member States and
can rather, by l'eason of the scale or effects of the action, be better achieved at Union
level, the Union may adopt measures~in accordancewith the principle of subsidiarity
as set out in Article 5 of the Treaty on European Union (TEU). In acc01·dancewiththe
principle of proportionality as set out in that Article, this Regulation does not go
beyondwhat is necessary in order to achieve that objective.

(49)

Directive 2002/58/EC and Commission Regulation (EU) 611/2013 on the measures
applicableto the notificationof personal data b1·eachesunder Directive 2002/58/ECof
the European Parliament and of the Council on privacy and electronic
communications7 should be repealed by this Regulation.

HAVE ADOPTEDTHIS REGULATION:
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CommissionRegulation (EU) No 611/2013 of 24 June 2013 on the mea.5uresapplicable to the
notificationof personaldata breachesunder Directive2002/58/EC of the EuropeanParliamentand of
the Councilon privacyand electtoniccommunications{OJL 17326.06.2013p. 2).
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CHAPTERI
GENERALPROVISIONS
Article 1
Subject-matter and objectives
l.

'Ibis Regulation lays down rules regarding 1he protection of ftmdamentalrights and
freedoms of natural and legal persons, and in particular the rights to respect for
private life and communicationsand the protection of natural persons with regard to
the processing of personal data, in connection with the provision and use of
electronic conununicationsservices.

2.

This Regulation ensures free movement of electronic communications data and
electronic communicationservices within the Union, which shall be neither restricted
nor prohibited for reasons related to the respect for the private life and
communications of natural and legal persons and the protection of natural persons
with regardto the processingof personal data.

3.

The provisions of this Regulation particularise and complement Regulation (EU)
2016/679 for the purposes mentioned in paragraphs 1 and 2 insofar as it concerns the
processing of personal data.
Article 2

MaterialScope

EN

1.

This Regulation applies to the processing of electronic communications data
processed in connection with the provision and the use of electronic communications
services and to informationrelated to the tenninaI equipmentof end~users.

2.

This Regulation does not apply:

(a)

to activities which fall outside the scope of Union law;

(b)

to activities of the Mel1jlber
States which fall within the scope of Chapter 2 of Title V
oftheTEU;

(c)

in relation to electronic communicationservices which are not publiclyavailable;

(d)

to activities of competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, includingthe safeguarding against and the prevention of threats to
public security;

3.

For the processing of electronic communications data by the Union institutions,
bodies, offices and agencies, pursuant to Regulation (EU) 00/0000 [new EDPS
regulation] applies.

4.

This Regulation shall be without prejudice to the application of Directive
2000/31/EC, in particular of the liability rules of intel'mediaryservice providers in
Articles 12 to 15 of that Directive.

5.

This Regulation shall be without prejudice to Directive 2014/53/EU,in particular of
the rules on essential requirementsin Article 3 of that _Directive.
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Article 3
Territorialscope
l.

This Regulation applies to:

(a)

to electronic communicationsdata processed in connection with the provisionof
electronic communications services in the Union, regardless of whether the
processing takes place in the Union or not; to the use of such setvices~and to the
protection of informationrelated to the terminal equipmentof end-users located in
the Union;

{b)

to electronic communicationsdata processed in connection with the provision of
electronic communicationsservices from outside the Union to end"users in the
Union;

(c)

to electronic communicationsdata processed in connection with the provision of
electronic communicationsservices from outside the Union, but in a place where
Member State Jaw applies by vntue of public internationalJaw.

2.

Where paragraph I {b) applies, the natural or legal person not established in the
Union shall designatein writing a representativein the Union.

3.

The representativesliall be established in one of the Member States where the endusers of such servicesare located.

4.

The representative shall have the power to represent the natural or legal person
refeired to in paragraph 1, in addition or instead of that person~and for that purpose
to answer questions and pl'ovide information , in particular, to supervisory
authorities,courts and end-users,on all issues related to processin&for the purposes
of ensuringcompliancewith this Regulation.

5.

The designation of a representative pursuant to paragraph 2 shall be without
prejudice to legal actions which could be initiated against a natural or legal person
who processes electronic communicationsdata in connectionwith the provision of
electronic communicationsservices from outside the Union to end-users in the
Union.

Article 4
Definitions

EN

1.

For the purposesof this Regulation,the definitionsof Regulation(EU) 2016/679/EU
shall apply. Furthermore~the deflllitions of Directive 00/0000/EU [Directive
establishingthe EuropeanElectronicCommunicationsCode] shall also apply and in
particular the definition of 'electronic communications network' [Article 2 (1)),
'electronic communicationsservice' [Article 2(4)], 'interpersonal communications
service', 'number-based interpersonal communications service', 'numberindependent interpersonal communications service' [Articles 2(5), (6) and (7)
respectively], 'user' [Article 2(13)]) 'end"user' [Article 2(14)]. and 'call' [Article
2(21)].

2.

The following definitionsshall also apply:

(a)

'electronic communication' means the exchange or conveyance of electronic
communicationsdata between a finite number of parties by means of electronic
communicationsservicesor an electroniccommunicationsnetwork;

26

EN

(b)

'electronic communications data' means electronic communications content and
metadata;

(c)

'electronic communicationscontent' means the content such as text, voice, images,
and sound exchanged by means of an electronic communicationsservices or via an
electroniccommunicationsnetwork;

(d)

'electronic communicationsmeta.data'means data related to an end-uset of electronic
communicationsservices, processed for the purposes of transmitting, distributing or
exchanging elec1toniccommunicationscontent; including but not limited to, data to
trace and identify the soUl'ceand destination of a communication.and the date, time,
duration and the type of communication.It includes data broadcasted or emitted by
the tenninal equipment to identify end-users' communications and/or terminal
equipment in the network ond enable it to connect to such network or to another
device.

(e)

'publicly available directory• means a directory of end-users of electronic
communicationsservices, whether in printed or electronic form, which is published
and or made available to members of the public or a section of the public, including
by means of a directory enquiry service;

(f)

'electronic mail' means any message containing information such as text, voice,
sound or image sent over an electronic communicationsnetwork which can be stored
in the network or in related computing facilities, or in the recipient1s terminal
equipment;

(g)

'direct marketing communications>means any form of advertising,whether written
or oral, sent to one or more identified or identifiable end-users of electronic
communications services; this includes the use of automated calling and
communicationsystems with or without human interaction,electronicmail and SMS
etc.;

(h)

'voice to voice calls' means live calls, which do not entail the use of automated
calling systems and communication systems;

(i)

'automated calling and communication systems, means systems capable of
automatically initiating calls to one or more recipients in accordance with
.instructionsset for that system, and transmittingsounds which are not live speech;

G)

'terminal equipment' means equipment within the meaning of Article 1 (1) of
CommissionDirective 2008/63/EC of20 June 2008 on competitionin the markets in
telecommunicationsterminal equipment'.

8

Commission Directive 2008/63/BC of 20 June 2008 on competition in the markets in

telecommuniclltions
terminal equipment(OJ L 16221.06.2008p. 20).
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CHAPTE.RII
PROTECTIONOF ELECTRONICCOMMUNICATIONSAND
OF INFORMATIONRELATEDTO END-USERS'TERMINAL
EQUIPMENT
Article 5
Corifidantialityof electroniccommunications

Efoctroniccommunicationsshall be confidential. Any processing of, including interference
with, electronic communicationsby any natural or legal person without the consent of the
end-users concerned, such as by listening, tapping, storing, monitoring or other kinds of
interception and surveillanre shall be prohibited) except when provided otherwise in this
Regulation.
Article 6

Lawfulnessofprocessinguf electroniccommunicationsmetadata
1.

Providers of electronic con:ununications services may process electronic
communicationsmetadataif:

(a)

it is necessary to maintain or restore the security of electronic coIWllwtlcations
networks and s~vices, or detect technical faults and/or e1Torsin the transmissionof
electroniccomm.unications;

(b)

Iti s necessary to meet mandatory quality of service requirements pursuant to
[Directive establishing the Europe.an Electronic Communications CodeJ or
Regulation 2015/2120;

(c)

it is necessary for billing, calculating interconnection payments, detecting and

stopping fraudulent, abusive use of, or subscription to electronic com1mmications
services;
(d)

it is necessary for emergency services as set forth under ArticJe 13 of this
Regulation;

(e)

the end·user to whom electronic communicationsmetadatarelate has given his or her
prior consent to the provider of electronic communications services to process

electroniccommunicationsmetadata relating to him or her for one or more specified
purposes, including for the provision of value added services to such end-user,
provided that the purpose or purposes concernedcould not be fulfilled by processing
infonnation that is made anonymousand the conditions set forth under paragraph 2

of this Articleare fulfilled
2.

EN

For the purpose of paragraph l(e) where a type of processing of electronic
communicationsmetadata, in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result
in a high risk to the rights and freedoms of natural persons, Articles 35 and 36 of the
GDPR shall apply.
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Article 7
Erasureof electroniccommunicationsdata
1. Electronic communicationsmetadata shall be erased or ma.deanonymous as soon as
the communicationhas taken place unless one of the lawful grounds for processing as
set out in Article 6 (1) apply.
2. Wherethe processing of electronic communications metadata for the purpose of
billing in accordance with Article 6(1)(c). the relevant metadata may be kept until the
end of the period during which a bill may lawfully be challengedor a payment may be
pursued in accordancewith national law;
3. For the conveyance of communications, the technical storage of electronic
communicationsdata during the time necessaryfor such conveyance;
4. Electronic communicationsdata may be stored by the parties communicatingor by a
third party entrusted . by them to store such data, provided that the parties
communicatinghave sole control over the use of the communicationsdata.
Article 8

Protectionof informationrelated to end-users' terminalequipment
I.

The use of terminal equipment's processing and storage capabilities and the
collection of information about end-users' tenninal equipment, including software
and hardware, by natural or legal persons other than end-users concerned shall be
prohibited>except in the following cases:

(a)

if it is necessary for the sole purpose of carrying out the transmission of a
communicationover an electronic communicationsnetwork; or

(b)

if the end-user has given his or her prior consent;

(c)

if it is necessary for providing an information society service requested by the enduser or web audience measuring to that service, provided that such measurement is
cani.ed out by the provider of the infonnation society service requested by the enduser.

2.

The collection of data emitted by terminal equipment to enable it to connect to
another device and or network equipment by natural or legal persons other than endusers concerned shall be prohibited, except:

(a)

if it is done exclusively in order and for the time necessary to establish a possible
connection;

(b)

if a clear and prominent notice is displayed to the public infonning of, at least, the
modalities of the collection, its purpose, the person responsible for it and of any
measure the end~userof the tenninal equipment can take to minimise the collection,
and,

When such data is used for direct marketingand p1-o:filing,
the end-usershall have the
right to object as provided for in Artice 21 of the GDPR; and,
(c)

appropriate technical and organization measw-es to ensure a level of security
appropriate to the risks, as set forth under Article 32 of Regulation (EU)
2016/679/EU,have been applied.

3.

The infonnation to be provided pursuant to paragraph 2(b) may be provided in

combination with standardized icons in order to give in an easily visible, intelligible
and clearly legjble manner a meaningful overview of the collection.
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4.

The Commission shall be empowered to adopt delegated acts in accordance with
Article [xx] for the purpose of deteimining the information to be pl'esented by the
icon and the proceduresfor providingstandardizedicons.

Article 9
Consent
1.

The conditions for consent provided for under A.rticle 7 of Regulation (EU)
2016/679/EUshall apply.

2.

Where technically possible and effective. in particular for the purposes of Article
8(l)(c), consent may be expressed by using the appropriate technical settings of a
softwareapplicationenabling access to the Internet.

3.

End-users who have agreed to the processing of electronic communications data as
set fortlnmder Articles 6(e) shall be given the possibilityto withdraw their consent at
any time as set forth under Art 7(3) of Regulation (EU) 2016/679/BUand on periodic
intervalsof 6 months, as long as the processing continues.

Article 10
Privaq by design
l.

The settings of all the components of the terminal equipment placed on the market
shall be configured to, by default, prevent third parties from storing info1mation,
processinginformation already stored in the terminal equipment and preventing the
use by third parties of the equipment's processing capabilities.

2.

Software placed on the mal'ketpermitting electronic communications,including the
ret:tievaland presentation of iufonnation on the Intemet, shall be configured to by
default prevent third parties from storing information on the terminal equipment of
an end-useror processing informationalready stored on that equipment.

Article 11
Restrictions

EN

1.

Union or Member State Jaw may restrict by way of a legislativemeasure the scope of
the obligations and rights provided for in Articles 5, 6, 7j and 8 of this Regulation
when such a restriction respects the essence of the ftmdamental rights and is a
necessary, appropriate and proportionate measure in a democratic society to
safeguard national security (i.e. State security)>defence, public security, and the
prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, or of unauthorised use of electronic comm.wtlcations
sy~1ems.Any legislative measlll'ereferred to in paragraph 1 shall be in accordance
with the Charter of FundamentalRights of the European.Union, in particular with
Articles7, 8, 10 and 52 thereof.

2.

Providers of electronic communicationservices shall establish internal procedures
for responding to requests for access to users' pesoanl data based on national
provisions, adopted pursuant to parrraagpha 1. They shall provide the compeetnat
national authority, on demand, with informationabout those procedures, the number
of requestsreceived>the legaljustification invoiked and their t'esponse.
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3.

Memb er States law and Union law may set forth conditions allowing the recording of
communications data for the purpose of providing evidence of a commercial

transaction or of any other business communication.

CHAPTERIII
END-USERS' RIGHTS TO CONTROLELECTRONIC
COMMUNICATIONS
Article 12
Presentationand restrictionof callingand connectedline identification
1.

Where presentation of the calling line identification is offered in accordance with
Article [ 107] of the [European Electronic Communication Code]) the providers of

pubJfoly available number-based inteipersonal communications services shall
provide:

(a)

the calling end-user with the possibility of preventing the presentation of the calling
line identificationon a per call, per connection or pe1manentbasis;

(b)

the called end-user with the possibility of preventing the presentation of the calling
line identification of incoming calls;

(c)

the called end-user with the possibility of rejecting incoming calls where the
presentation of the calling line identificationhas been preventedby the calling;

(d)

the called end-user with the possibility of preventing the presentation of the
connected line identification to the calling end-user.

2.

The possibilities detailed in paragraph l(a), (b) (c) and (d) shall be provided to the
end-user by simple means and free of charge.

3.

Paragraph l(a) of this Article shall also apply with regard to calls to third countries
originating in the Union. Paragraph l(b), (c) and (d) of this Article shall also apply to
incoming calls originating in third countries.

4.

Where presentation of calling and/or connected line identification is offered,

providers of publicly available number-based interpersonal communicationservices
shall provide information to the public regarding the options set out in Paragraph 1
(.a),(b), (c) and (d) of this Article.

Article 13
Exceptionsto presentaJionand restrictionof calling and connectedline identification
1.

Regardless of any elimination of the calling line identification by the calling enduser, where the call is made to emergency services, providers of publicly available
number-based interpersonal communicationservices shall override the elimination of
the presentation of calling line identification and the denial or absence of consent of
an end-user for the processing of metadata, on a per~line basis for organisations
dealing with emergency communications, including public safety answering points,
law enforcement agencies, ambulance services and fire brigades, for the purpose of
responding to such communications.

2.

Member States shall establish more specific provisions with regard to the
establishment of procedures and the circumstances where providers of publicly

available number-bac;edinterpersonal communication services shall oven·ide the
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eliminationof the presentationof the calling line identificationon a temporarybasis,
where end-usersrequest the tracing of malicious or nuisance calls.
Article 14
IncomingBlock Calling
1.

Providers of publicly available number-basedinte1personalcommunicationservices
shall deploy state of the art measures to limit the reception of unwanted calls by endusers and shall provide the called end-user with the following possibilities, free of
charge:

(a)

to block incoming calls from specificnumbers;

(b)

to stop automatic call forwarding by a third party to the end-user's tenninal
equipment.

Article 15
Publicly available directories
1.

Providers of publicly available directories shall obtain the con.sentof end-users who
are natural persons prior to including their personal data in the directory and, if so,
which categories of personal data shall be included, to the extent that such data are
relevant for the purpose of th~ directory as detern:rinedby the provider of the
directory.Providers shall give end-users who are natural persons the means to verify,
·
correctand delete such data.

2.

Providers of publicly available directories shall inform end-users who are natural
persons whosepersonal data are in the directoriesof the available search functions of
the directory and obtain end-users' consent before enabling such search functions
related to their own data.

3.

Providers of publicly available directories shall provide end-users that are legal
persons with the possibility to object against the data related to them to be included
in the directory. Providers shall give end-users that are legal persons the means to
verify, correct and deleting such data.

4.

The possibility for end-users not to be included in a publicly available directory,or to
verify, correct and delete any data related to them shall be provided free of charge.
Article 16

Un.solicitedcommunications
1.

2.

The use of electronic communicationssel'vices by natural or legal persons for the
purposes of transmittingdirect marketingcommunicationsis allowed only in respect
of end-users who have given their prior consent.
Where a natural or legal person obtains from its customers their electronic contact

details for electronic mail, in the context of the sale of a product or a service, in
accordancewith Regulation2016/679/EU,the same natural or legal person may use
these electronic contact details for direct marketing of its own similar products or
services only if customers are clearly and distinctly given the opportunityto object,
free of charge and in an easy manner, to such use. The right to object shall be given
at the time of collection and on the occasion of each message.
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3.

Without prejudice to paragraphs l and 2, natural or legal entities using electronic

communicationsservicesfor the purposesof placing direct marketingcalls shall:
(a)

present tb.eidentityof a line on which he or she can be contacted;or

(b)

present a specificcode/or prefix identifyingthe fact that the call is a marketingcall.

4.

Notwithstanding paragraph l, Member States ma.yprovide by law that the pladng of

voice-to-voicelive calls to natural and legal persons shall only be allowed in respect
to persons who have not expressed their objection to receiving these

communications.
5.

Any natural or legal person using electronic communicationsservices to transmit
direct marketing communicationsshall info1mend-users of the marketing nature of
the communication,about the identity of the lega1 or natural person on behalf of
whom the communicationis transmitted and provide the necessaryinfonnation for
recipients to exercise their right to withdraw their consent, in an easy manner.to
receivingfmther marketingcommunications.

6.

The Commissionshall be empoweredto adoptimplementingmeasuresin accordance
with Article [xx] for the purposeof specifyingthe code to identifymarketingcalls.

CHAPTERV
SECURITY RISKS
Article 17
Informationabout detectedsecurity risks
In case of a particular risk that maycompromisethe security of networks and services the

providerof an electl'oniccommunicationsservice must inform end-usersconcerningsuch risk
and, where the risk lies outside the scope of the measuresto be taken by the service provider.
of any possibleremedies,includingan indicationof the likely costs involved.

CHAPTERVI
INDEPENDENTSUPERVISORYAUTHORITIESAND
ENFORCEMENT
Article 18
Independentsupervisoryauthorities
1.

Each Member State shall provide for one or more independentauthorities to be
responsible for monitoring the application of this Regulation ('supervisory
authorities').

2.

3.

Insofar as different supervisory authorities in Member States are in charge of
morutoringthe application of this Regulation,such authoritiesshall cooperate with
each other.
Supervisoryauthoritiesshall cooperate with national regulatory authoritiespursuant
to the EuropeanElectronicCommunicationsCode.
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Article 19

Supervis()ryauthoritiesentrustedwith monitoringthe applicationof Regulation2016/679
I.

The supervisoryauthoritiesl'esponsiblefor monito1ingthe applicationof Regulation
2016/679/EUshall also be responsiblefor monitoringthe applicationof Chapter II of
tltls Regulation.

2.

For the pmpose of this Article, the tasks and powers of the supervisory authorities
shall be exercisedin regard to end-users.

Article 20
Tasksand Powers
1.

For the purpose of monitoring the application of Chapter II, Chapter VI and VII of
Regulation2016/679/EUshall apply mutatis mutandis.

2.

Insofar as monitoring the application of Chapter III, IV and V of this Regulation is
entrusted by Member States to independent authorites other than those provided for
under paragraph 2 of Article l-9, such independent authorities shall have tl1e same
tasks and powers as those provided for under Articles 57 and 58 of Regulation
2016/679/EU.Suchtasks and powersshall be exercisedwith regardto end·users.
Article 21

EuropeanDataProtectionBoard
Toe European Data Protection Board, established under Article 68 of Regulation
2016/679/EU, shall be competent to ensure the consistent application of Chapter II of this
Regulation.To that purpose, the European Data Protection Board shall exercise the tasks laid
down in Article 70 of Regulation 2016/679/EU. The Board shall also have the following
tasks:
(a)

advise the Commissionon any proposedamendmentof this Regulation;

(b)

examine, on its own initiative, on request of one of its members or on request of the
Commission, any question covering the application of this Regulation and issue
guidelines, recommendations and best practices in order to encourage consistent
applicationof this Regulation.
Article 22

Cooperationand Consistencyprocedures
Each supervisory authority shall contribute to the consistent application of this Regulation
throughout the Union. For this purpos~ the supervisoryauthorities shall cooperate with each
other and the Commission in accordance with Chapter VII of Regulation 2016n9/EU
regardingthe matters coveredby Chapter II of this Regulation.
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CHAPTERVI
REMEDIES,LIABILITIESAND PENALTIES
Article 23

Remedies
l.

Without prejudice to any other administrative or judicial remedy, every end~userof
electronic communicationsservices shall have the right to lodge a complaint with a
supervisory autho1ityi in particular in the Member State of his or her habitual
residence, place of work or place of the alleged infringement if the end-user
considers that his or her rights under this Regulation have been infringed in
accordance'\\r:iththis Regu]ation.

2.

Without prejudice to any other administrativeor non-judicialremedy, every end-user
of electronic communicationsservices shall have the right to an effective judicial
remedy against a legaJly binding decision of a supervisoryauthority concerning him
or her or where that supervisory authority does not handle a complaint or does not
inform the end-user within three months on the progress or outcome of the complaint
lodged. Proceedings against a supervisory authority shall be brought before the
courts of the Member State where the supervisoryauthority is established.

3.

Every end-user of communications services shall have the right to an effective
judicial remedy where he or she considers that his or her rights under this Regulation
have been infringed. Such proceedings shall be brought before the courts of Member
State of the habitual residenceof the end-user.

4.

Any natural or legal person other than end-users adverselyaffected by infringements
of this Regulation and having a legitimate interest in the cessation or prohibition of
alleged infringements. including a provider of electronic communication services
protecting its legitimate business interests> shall have a right to bring legal
proceedingsin respect to such infringements.

5.

End-users shall have the right to mandate a not-for-profit body, organisation or
association which has been properly constituted in accordance wjth the law of a
Member State, has statutory objectives which are in the public interest, and is active
in the field of the protection of data subjects' right,:;and freedoms with regard 1o the
protection of their personal data and the protection of privacy to lodge the complaint
on his or her behalf: to exercise the righ.tsrefened to in paragraphs 1, 2 and 3 of this
Article on his or her behalf, and to exercise the right to receive compensation
referred to in Article 23 on his or her behalf where provjded for by Member State
law.

6.

Member States may provide that a body, organisationor associationindependentlyof
the end-user's mandate, has the right to lodge, in that Member State, a complaint
with the supervisory authority which is competent pursuant to paragraph 1 of this
Article and to exercise the rights referred to in paragraphs2 and 3 of this Article if it
considersthat the rights of the end-user under thisRegulationhave been infringed.
Article 24
Right to compensationand liability

Every end-user of communications services who has suffered material or non-material
damage as a result of an infringement of this Regulation shall have the right to receive

EN

35

EN

..

~

/b

compensationfrom the infringer for the damage suffered, unless the infringer proves that i1is
not in any way responsiblefor the event giving rise to the damage.

Article 25
Generalconditionsfor imposingadministrativefines
l.

For the purpose of this Article, Chapter VII of Regulation 2016/679/EU shall apply
to infringementsof this Regulation.

2.

Infringements of the following provisions of this Regulation shall, in accordance
with paragraph 1 of this Article be subject to administrative fines up to 10 000 000
EUR, or in the case of an umlertaking, up to 2 % of the total worldwide annual
turnover of the preceding financial year, whichever is higher:

(a)

the obligationsof any legal or natural person who process electroniccommunications
data pursuant to Article 8(2)~

(b)

the obligations of the provider of terminal equipment and or software enabling
electroniccommunications,pursuant to Articlel O ;

(c)

obligationsof the providers of publicly available directoriespursuant to Article 15.

3.

Infringements of the following provisions sh~ in accordance with paragraph 2 of
this Article, be subject to administrative fines up to 20 000 000 EUR, or in the case
of an undertaking,up to 4 % of the total worldwide annual turnoverof the preceding
financial year, which.everis higher:

(a)

the principle of confidentiality of communications, per:mitteduses, time limits for
erasure pursuant to Articles 5, 6, 7 and 8 (1).

4.

Member States shall lay down the rules on penalties for infrigmentns of Articles 12,
13, 14, 16 and 17 of this Regulation.
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5.

Non~compliancewith an order by the supervisory authority as referred to in Article
20, paragraph 2 shall, in accordance with paragraph 2 of this Article be subject to
administrativefines up to 20 000 000 EUR, or in the case of an undertaking,up to 4
% of the total worldwide annual turnover of the preceding :financialyear, whichever
is higher.

6.

Without prejudice to the corrective powers of supervisory authorities pursuant to
Article 19 each Member State may lay down the rules on whether and to what extent
administrativefines may be imposed on public a,uthoritiesand bodies establishedin
that Member State.

7.

The exercise by the supervisory authority of its powers under this Article shall be
subject to appropriateprocedural safeguards in accordance with Union and Member
State law, includingeffectivejudicial remedy and due process.

8.

Where the legal system of the Member State does not provide for administrative
fines, this Article may be applied in such a manner that the fine is initiated by the
competent supervisory authority and imposed by competent national courts, while
ensuring that those legal remedies are effective and have an equivalent effect to the
administrative fines imposed by supervisory authorities. In any event, the fines
imposed shall be e1Iective,proportionate and dissuasive. Those Member States shall
notify to the Comrn1ssionthe provisions of their laws which they adopt pursuant to
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this paragraph by [xxx] and, without delay, any subsequent amendment law or
amendment affecting them.

Article 26
Penalties
1.

Member States shall lay down the rules on other penalties applicable to
infringements of this Regulation in particular for infringementswhich are not subject
to administrative fines pursuant to Article ~ and shall take all measures necessary
to ensure that they are implemented. Such penalties shall be effective, proportionate
and dissuasive.

2.

Each Member State shall notify to the Commissionthe provisions of its law which it
adopts pursuant to paragraph 1, by xxx and, without delay, any subsequent
amendment~ffectingthem.

Chapter VII

DELEGATEDACTS
Article 27
Exerciseof the delegation
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1.

The power to adopt delegated acts is conferred on the Commission subject to the
conditions laid down in this Article.

2,

The power to adopt delegated acts referred to in Article [xx] shall be conferred on the
Commissionfor an indeterminateperiod of time from [the data of enteringinto force
of this Regulation].

3.

The delegation of power referred to in Article [XX] may be revoked at any time by
the European Parliament or by the Council. A decision to revoke shall put an end to
the delegation of the power specified in that decision. It shall take effect the day
following the publication of the decision in the O:ffici.alJournal of the European
Union or at a later date specified therein. It shall not affect the validity of any
delegated acts already in force.

4.

Before adopting a delegated act, the Commission shall consult experts designated by
each Member State in accordance with the principles Iaid down in the Interinstitutional Agreementon Better Law-Makingof 13 April 2016.

5.

As soon as it adopts a delegated act, the Commissionshall notify it simultaneouslyto
the European Parliament and to the Council.

6.

A delegated act adopted pursuant to Article [XX] shall enter into force only if no
objection has been ex.pressed either by the European Parliament or the Council
with.ina period of two months of notification of that act to the European Parliament
and the Council or if, before the expiry of that period. the European Parliamentand
the Council have both informed the Commission that they will not object. That
period shall be extended by two months at the initiative of the European Parliament
or of the Council.
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Article 28
Committeeprocedure
1.

The Commission shall be assisted by a committee. That committee shall be a
committeewithin the meaningof Regulation(EU)No 182/201].

2.

For the implementation measures referred to in paragraph 6 of Article 16, the
Committeeshall be the CommunicationsCommitteeestablishedunder Article 110of
the Directive establishingthe EuropeanElectronicCommunicationsCode.

3.

Where reference is made to this paragraph, Article 5 of Regulation (EU) No
182/2011shall apply.

4.

Where reference is made to this paragraph, Article 8 of Regulation (EU) No
182/2011,in conjunctionwith Article 5 thereof, shall apply.

CHAPTERVIII
FINAL PROVISIONS
Article 29

Repeal of Directive2002/58/EC
1.

Directive 2002/58/ECand CommissionRegulation 611/2013are repealed with effect
fromXXXX.

2.

References to the repealed Directive shall be construed as references to this
Regulation.

Article 30
Commissionreports
By XX and every four years thereafter, the Commission shall submit a report on the
evaluation.and review of this Regulationto the EuropeanPal'liamentand to the Council. The
reportsshall be made public.

Article 31
Enfly intoforce and application
1.

This Regulation shall enter into force on the twentieth day following that of its
publicationin the OfficialJournalof the EuropeanUnion.

2.

It shall apply from ... [six] months from 1he date of entry into force of this
Regulation].

This Regulationshall be bindingin its entiretyand directlyapplicablein all MemberStates.
Done at Brussels,

For the EuropeanPa.rliament
The President
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For the Council
The President
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